Students' Privacy Notice

This privacy notice informs you what to expect when the College
collects personal information.

Privacy FAQs

Why we collect personal information

The College collects and processes personal data relating to its students to
effectively manage your learning and to meet its statutory obligations as a provider of
further and higher education.

How we collect your information

We may collect your personal information in a number of ways, for example:

e from the information you provide to us when you express your interest in
studying at the College;

e when you apply to study at the College and complete the formal admission
process or via the Universities and Colleges Admissions Service (UCAS);

e when you communicate with us by telephone, email or via our website;

e in various other ways as you interact with us during your time as a student of
the College, for the various purposes set out below;

e from third parties, for example from your previous or current school, sixth form
college, university or employers who may provide a reference about you or
who may sponsor your studies

The types of information we collect

We may collect the following types of personal data about you:

e your name, and contact information such as address, email address and
telephone number, as well as your date of birth, national insurance number
(or other tax identification number) and your passport number or national
identity card details, country of domicile and your nationality. We will also
allocate you a unique student number;

¢ information relating to your education and employment history, the school(s),
sixth form college(s) and other colleges or universities you have attended and
places where you have worked, the courses you have completed, dates of
study and examination results. We will also keep records relating to
assessments of your work, details of examinations taken, your predicted and
actual examination grades and other information in your student record,



e information about your family or personal circumstances, and both academic
and extracurricular interests, for example where this is relevant to the
assessment of your suitability to receive a bursary or in order to provide you
with appropriate pastoral care;

e sensitive personal data and information about unspent criminal convictions
and offences, including:

o information concerning your health and medical conditions (e.g.
disability and dietary needs);

0 certain criminal convictions (e.g. for students on nursing programs,
following completion of an annual declaration of “good character”); and

o information about your racial or ethnic origin; religion or similar beliefs;
and sexual orientation.

How we use your information

The purposes for which we may use personal information (including sensitive
personal information) we collect during a student's association with us include:

recruitment and admissions;
academic matters, including:

o the provision of our core teaching, learning and research services (e.g.
registration, assessment, attendance, managing progress, academic
misconduct investigations, certification, graduation);

o maintaining student records;

o assessing your eligibility for bursaries and scholarships, etc.

o student destination surveys;

providing library, IT and information services;
non-academic matters in support of our core services, including but not limited
to:

o providing student support services (Disability and Additional Learning
Support, Careers and Employability Services, Health and Wellbeing
Services);
monitoring equal opportunities;
safeguarding and promoting the welfare of students;
ensuring students' safety and security;

o managing the use of social media,

« administering finance (e.g. fees, bursaries);

« other administrative purposes, including:

o carrying out research and statistical analysis such as student
satisfaction surveys;

o carrying out audits (e.g. to ensure compliance with our regulatory and
legal obligations);

o providing operational information (e.g. providing IT support, information
about building closures or access restrictions on campus, or safety
advice);
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o promoting our services (e.g. future learning opportunities, student
exchanges, or other events happening on and off campus);

o preventing and detecting crime;

o dealing with grievances and disciplinary actions;

o dealing with complaints and enquiries.

The legal basis for processing your information

We process your personal data as part of our public interest task of providing an
education to you and to meet our statutory obligations as an education provider. In
this respect, we use your personal data for the following:

« tointeract with you before you are enrolled as a student, as part of the
admissions process (e.g. to send you a prospectus or answer enquiries about
our courses);

e once you have enrolled, to provide you with the services as set out in your
Student Learning Agreement;

« to deal with any concerns or feedback you may have;

« for any other purpose for which you provide us with your personal data.

« to monitor and evaluate the performance and effectiveness of the College,
including by training our staff or monitoring their performance,;

« to maintain and improve the academic and corporate management of the
College;

o to promote equality and diversity and safeguarding throughout the College;

e to seek advice on our rights and obligations, such as where we require our
own legal advice;

e recovering money you owe to us;

o for fundraising purposes.

We may also process your personal data for our compliance with our legal
obligations. In this respect, we may use your personal data for the following:

e to meet our compliance and regulatory obligations to Government agencies,
funding and exam bodies, compliance with anti-money laundering laws and
safeguarding requirements;

« for the prevention and detection of crime;

« in order to assist with investigations (including criminal investigations) carried
out by the police and other competent authorities.

We may also process your personal data where:

e itis necessary for medical purposes (e.g. medical diagnosis, provision of
health or social care or treatment, or a contract with a health professional);
e itis necessary to protect your or another person’s vital interests; or

we have your specific or, where necessary, explicit consent to do so.



Sharing information with others

For the purposes referred to in this privacy notice and relying on the bases for
processing as set out above, we may share your personal data with staff internally
and certain third parties.

You are given the opportunity to opt out of some of these data sharing
arrangements, for example when you register with us, but you should carefully
consider the possible impact of doing this. Unless an opt-out is in place, we may
disclose limited personal data to a variety of recipients including but not limited to:

our employees, agents and contractors where there is a legitimate reason for
their receiving the information, including:

o third parties who work with us to provide student support services (e.qg.
counselling);

o third parties who are contracted to provide IT services for us;

o organisations operating anti-plagiarism software on our behalf (such as
Turnitin®);

o internal and external auditors.

those with an interest in tracking student progress and attendance, including:

o student sponsors (e.g. the Student Loan Company, NHS);

o current or potential education providers (for example, where you take
part in an exchange programme as part of your course);

o current or potential employers (to provide references and, where
students are sponsored by their employer and/or where you take part
in a placement, to provide details of progress/attendance);

professional and regulatory bodies in relation to the confirmation of
gualifications, professional registration and conduct and the accreditation of
courses;

government departments and agencies where we have a statutory obligation
to provide information:

o the identification of young people not in education, employment or

training (NEET)

the Education and Skills Funding Agency (ESFA)

the Higher Education Funding Council for England (HEFCE)

the Higher Education Statistics Agency (HESA)

Council Tax and Electoral Registration Officers at relevant local
authorities (for the purpose of assessing liability for Council Tax and for
electoral registration purposes));

crime prevention or detection agencies (e.g. the police, the Department for
Work and Pensions and Trading Standards);

parents, guardians, and next-of-kin (where there is a legitimate reason for
disclosure);

third parties conducting surveys, for example the National Student Survey.
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If you have attended an educational establishment in the UK since 1994 then we will
hold personal data about you in some or all of the following databases:

The Education and Skills Funding Agency (ESFA)

Individual Learner Record (ILR)

Learning Records Service (LRS)

Office for Students

Higher Education Statistics Agency (HESA)

HESA Destinations of Leavers from Higher Education in the UK (DLHE)

National Student Survey (NSS)

UCAS Admissions Data

When visiting our Website

Cookies

On this website we use Google Analytics to anonymously identify the device you are
using in order to improve your experience of the site. Google Analytics uses cookies
to analyse our visitors’ behaviour. A cookie is a small text file that is saved in your
web browser. It allows our system to remember your device when you visit our
website. No personal identifiable data is stored in the cookies. If you for some reason
you would like to prevent this website (or any other website) from setting cookies in
your browser, you can accept or amend this through your browser settings.

Filling forms

When filling forms the personal data you provide, will be handled according to this
Privacy Notice. This also refers to when clicking boxes e.g. “Newsletter sign-up”. We
advise against filling any personal data in the field for the message.

Use of Personal Photo and Video Images

We often take photographs or films at events that we host, so that we can use them
for marketing purposes. Images taken for official college use may be covered by the
Data Protection Act 1998, so our policy is to advise students and visitors when and
why their images are being taken as highlighted in our Filming and Photographic
Consent Form, which is then completed and signed by those who wish to opt in.

Filming & Photography notice will be displayed at events where there are large
crowds. As individual consent will not be required if it is reasonable to assume that
the person is aware that their photograph may be published and that neither the
photograph itself nor the context in which it is used could cause any potential harm
or distress to that person.


https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/652095/ESFA_privacy_notice.pdf
https://www.gov.uk/government/collections/individualised-learner-record-ilr
https://www.gov.uk/government/publications/learning-records-service-the-plr-for-learners-and-parents
https://www.officeforstudents.org.uk/privacy/
https://www.hesa.ac.uk/about/regulation/data-protection/notices
https://www.hesa.ac.uk/about/regulation/data-protection/notices
http://www.thestudentsurvey.com/privacy-statement.php
https://www.ucas.com/corporate/about-us/privacy-policies-and-declarations/ucas-privacy-policy

However, even with the notice displayed an attendee can opt out by notifying the
filming and photography crew. That way we will instruct the filming and photography
crew not to take any images of you. You are also advised to try and stay out of the
shot, as you may appear in the background in error.

If you don't opt out then your image may be used (which could be a photograph or a
moving film) in one or more of the following ways:

e Prospectuses and other promotional materials

e As part of an advert or advertisement feature (which includes possible use on
outdoor media such as buses and billboards)

« On our website, intranet, or the websites of our partners

« On CDs or DVDs we distribute as part of a marketing campaign

e In non-university publications which our marketing team have approved and
authorised.

Marketing

Where you have previously studied at the College or commenced an application
process with us before, then we will send you information about the courses we
provide on the basis of our legitimate business interests. In doing so, we will comply
with the requirements of the “soft opt in” and offer you an opportunity to refuse
marketing when your details are first collected and in subsequent messages (by way
of an unsubscribe feature on marketing emails and text messages).

Any other marketing activity we carry out not directly related to your course of study
will be on the basis of explicit consent.

Alumni Relations

Former students may be contacted and kept up-to-date with information relating to
college news, events, courses, research and surveys, and the College’s Alumni
Programme. Information received can be direct from Waltham Forest College or from
college appointed third parties. The changes to personal data law (GDPR) mean
you'll have to give us permission to contact you.

However, you can request to be removed from this database at any time after
leaving the College.

Acceptable Use of College Equipment

We keep an eye on how you use the College’s equipment and computers and what
websites you visit when you are browsing the internet at College. This is because we
have legal obligations to protect you, and we also have a legitimate interest in
making sure you are using our computer equipment correctly and that you are not
looking at any inappropriate content.



If you want to browse the internet privately, you will need to use your own devices
which are not linked to the College’s network or internet connection.

How do we protect your information?

We have robust technical and organisational systems and policies in place to
manage and protect your information. These measures include data encryption,
restricted access rights to personal information and up to date security software to
ensure confidentiality and to guard against unauthorised access, unlawful
processing, accidental loss, damage and destruction.

How long do we keep your personal information?

We only ever retain personal information for as long as is necessary and we have
strict review and retention policies in place to meet these obligations. All information
collected and processed on behalf of the ESFA will be held as long as is necessary
to fulfil our contractual obligations. Where you have consented to us using your
details for direct marketing, we will keep such data until you notify us otherwise
and/or withdraw your consent.

Transferring information outside of Europe

We do make use of suppliers who will store and process personal data outside of
Europe. However, we have a third party processing agreement in place with each of
these suppliers compliant with current data protection regulations

Changes to your personal information

Please tell us promptly about any changes to the information we hold about you.
This is particularly important for your contact details. You can do this by contacting a
member of the Curriculum Administration Team and completing a Change of
Personal Details Form or by emailing dpo@waltham.ac.uk

Your rights

e to require us to correct the personal data we hold about you if it is incorrect;

e to require us to erase your personal data;

e torequire us to restrict our data processing activities (and, where our
processing is based on your consent, you may withdraw that consent, without
affecting the lawfulness of our processing based on consent before its
withdrawal);


mailto:dpo@waltham.ac.uk

« toreceive from us the personal data we hold about you which you have
provided to us, in a reasonable format specified by you, including for the
purpose of you transmitting that personal data to another data controller;

« to object, on grounds relating to your particular situation, to any of our
particular processing activities where you feel this has a disproportionate
impact on your rights.

Please note that the above rights are not absolute, and we may be entitled to refuse
requests where exceptions apply.

Refusal to Provide Personal Information

If you have given your consent and you wish to withdraw it, please contact our Data
Protection Officer using the contact details set out below. Please note that where our
processing of your personal data relies on your consent and where you then
withdraw that consent, we may not be able to provide all or some aspects of our
services to you and/or it may affect the provision of those services to you.



